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DETAILED ACTION 

1. This office action is in reply to an amendment filed on September 04, 2007. Claims 1-31 
are pending. 

Response to Arguments 

2. Applicant's arguments filed 09/04/07 have been fully considered but they are not 
persuasive. Applicant argues that the art on record (Moriyama US 2002/0041686) fails to teach 
a data encrypting unit which encrypts data by using different encryption processes according to 
respective control modes corresponding to the set control information as recited in the 
independent claims. Examiner disagrees. 

Examiner would point out that, Moriyama teaches a data encrypting unit which encrypts 
data by using different encryption processes (i.e., different encryption systems in which 
algorithms are different from one another, systems A-E) according to respective control modes 
corresponding to the set control information (i.e., corresponding copy control information) 
[paragraphs 0077, 0078, 0080, 0081, 0086 and figures 1-3]. Examiner would further point out 
that, Moriyama teaches scrambling data by applying a predetermined scrambling system to data 
to be encrypted, when a combination of a selected one of scrambling system/method and a 
selected one copy control information coincides with a selected condition (equivalent to.., 
encrypting data by using different encryption processes according to respective control modes 
corresponding to the set control information). Examiner asserts that the art on record teaches 
the claim limitations as indicated below and therefore the rejection is respectfully maintained. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 
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A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

3. Claims 1, 2, 4, 5, 7-22 and 25-31 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Moriyama et al. US 2002/0041686 a1 (hereinafter Moriyama). 

4. As per claims 1, 14, 19 and 27, Moriyama teaches a transmitting apparatus for data 
copy protection, comprising: 

a control information setting unit which sets control information for the data copy 
protection (i.e., recording copy control information, CCI) [page 6, paragraph 0077 and figures 1- 
3]; 

a data encrypting unit which encrypts data by using different encryption processes (i.e., 
different encryption systems in which algorithms are different from one another, systems A-E) 
according to respective control modes corresponding to the set control information (i.e., 
corresponding copy control information) [paragraphs 0077, 0078, 0080, 0081, 0086 and figures 
1-3]; and 

a data transmitting unit for transmitting the encrypted data from the data encrypting unit 
[page 6, paragraph 0077 and figures 1-3]. 

5. As per claims 2, 21 and 28, Moriyama teaches a receiving apparatus for data copy 
protection, comprising: 

a data receiving unit for receiving encrypted data [figure 1, receiving apparatus 1]; 
a control information extracting unit which extracts control information for the data copy 
protection from the received data (i.e., extracting CCI) [paragraph 0102]; and 
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a data decrypting unit which decrypts the encrypted data by using different decryption 
processes (i.e., different encryption/decryption systems in which algorithms are different from 
one another, systems A-E) according to respective control modes corresponding to the 
extracted control information (i.e., corresponding copy control information) [paragraphs 0078, 
0081, 0100-0101 and figure 4]. 

6. As per claim 7, Moriyama teaches a system for data copy protection, comprising: 

a transmitting apparatus which provides control information for the data copy protection, 
encrypts data by using different encryption processes (i.e., different encryption systems in which 
algorithms are different from one another, systems A-E) according to respective control modes 
corresponding to the control information (i.e., corresponding copy control information) 
[paragraphs 0077, 0078, 0080, 0081, 0086 and figures 1-3], and transmits the encrypted data 
[page 6, paragraph 0077 and figures 1-3]; and 

a receiving apparatus which receives the transmitted encrypted data, extracts the control 
information from the received data (i.e., extracting CCI) [paragraph 0102], and decrypts the 
encrypted data by using different decryption processes (i.e., different encryption/decryption 
systems in which algorithms are different from one another, systems A-E) according to the 
respective control modes corresponding to the extracted control information (i.e., corresponding 
copy control information) [paragraphs 0078, 0081, 0100-0101 and figure 4]. 

7. As per claim 1 1 , Moriyama teaches a data copy protection method, comprising: 
setting control information for data copy protection, encrypting the data by using different 

encryption processes (i.e., different encryption systems in which algorithms are different from 
one another, systems A-E) according to respective control modes corresponding to the set 
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control information (i.e., corresponding copy control information) [paragraphs 0077, 0078, 0080, 
0081, 0086], and transmitting the encrypted data[page 6, paragraph 0077 and figures 1-3]; 
receiving the transmitted encrypted data and extracting the control information from the received 
data (i.e., extracting CCI) [paragraph 0102]; and 

decrypting the encrypted data by using different decryption processes according to the 
respective control modes corresponding to the extracted control information (i.e., corresponding 
copy control information) [paragraphs 0078, 0081, 0100-0101 and figure 4]. 

8. As per claims 25 and 29, Moriyama teaches a system for data copy protection, 
comprising: 

an encrypting unit which encrypts data by using different encryption processes (i.e., 
different encryption systems in which algorithms are different from one another, systems A-E) 
according to respective control modes corresponding to set control information for the data copy 
protection (i.e., corresponding copy control information) [paragraphs 0077, 0078, 0080, 0081, 
0086]; and 

a decrypting unit which decrypts the data by using different decryption processes (i.e., 
different encryption/decryption systems in which algorithms are different from one another, 
systems A-E) according to the respective control modes corresponding to the set control 
information for the data copy protection (i.e., corresponding copy control information) 
[paragraphs 0078, 0081, 0100-0101 and figure 4]. 

9. As per claim 30, Moriyama teaches an information storage medium comprising: data 
[paragraphs 0078 & 0081]; and 



Application/Control Number: ■ Page 6 

10/784,777 

Art Unit: 2135 

control information for data copy protection (i.e., copy control information) , wherein the 
data is encrypted/decrypted using different encryption/decryption processes according to 
respective control modes corresponding to the control information (i.e., different 
encryption/decryption systems in which algorithms are different from one another, systems A-E) 
[paragraphs 0078, 0081, 0100-0101 and figure 4]. 

10. As per claims 4, 8, 12, 15 and 17, Moriyama further teaches the apparatus, wherein the 
control information comprises copy control information (CCI) [paragraph 0077]. 

11. As per claims 5,9,13,16 and 1 8, Moriyama further teaches the apparatus, wherein the 
control modes comprise a first mode in which copying is not permitted, a second mode in which 
copying is permitted once and thereafter additional copying is not permitted, and a third mode in 
which copying is permitted but the data is encrypted (i.e., Copy once, Never Copy and Copy 
Free) [paragraph 0079]. 

12. As per claims 20 and 22, Moriyama further teaches the apparatus, wherein the data 
encrypting unit comprises encryption modules corresponding to the control modes (see figure 3, 
copy control information and corresponding scramble system and paragraphs 0078, 0081, 
0100-0101). 

1 3. As per claims 26 and 31 , Moriyama further teaches the system, wherein the respective 
control modes are established fro the data so as to prevent unauthorized copying of the data 
through modification of the set control information [paragraph 0079]. 
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14. As per claim 10, Moriyama further teaches the system wherein the receiving apparatus 
further comprises a medium-reproducing device for providing AV stream information to a user 
(i.e., digital stream corresponding to contents) [paragraph 0080]. 



Claim Rejections - 35 USC § 103 

15. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

16. Claim 24 is rejected under 35 U.S.C. 103(a) as being unpatentable over Moriyama et al. 
US 2002/0041686 a1 (hereinafter Moriyama) in view of Kato et al. US 6,618,549 B1 (hereinafter 
Kato). 

17. As per claim 24, Moriyama teaches a decrypting apparatus for data copy protection, 
comprising: 

a code checking unit which checks copy control information (CCI) code of received data 
(i.e., extracting CCI) [paragraph 0102]; and 

a decryption module which inserts a same code as the CCI code for use in decrypting 
the data, in response to the CCI code being one of predetermined codes for controlling copying 
of the data (i.e., updating & inserting corresponding CCI code) [paragraphs 0102-0104]. Kato is 
silent on inserting CCI code into one of a most significant bit (MSB) and a least significant bit 
(LSB) of a key code. However, within the same field of endeavor, Kato teaches inserting CCI 
code into one of a most significant bit (MSB) and a least significant bit (LSB) of a key code (see 
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figure, 3, CPI header, the least significant bits indicate CCI-EMI codes) [figure 3 and column 6, 
lines 36-50]. It would have been obvious to one having ordinary skill in the art at the time of 
applicant's invention to employ the teachings of Moriyama within the system of Kato in order to 
provide efficient access to CCI data and further enhance security of the system. 

18. Claims 3 and 6 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Moriyama et al. US 2002/0041686 a1 (hereinafter Moriyama) in view of Kataoka et al. US 
6,243,469 B1 (hereinafter Kataoka). 

19. As per claim 3, Moriyama teaches the apparatus as claimed in claim 2 above. Moriyama 
is silent on the apparatus, wherein the encrypted data comprises hierarchically encrypted data. 
However, it is old and well known to encrypt hierarchically. For example, Kataoka teaches 
encrypted data that is encrypted hierarchically [column 8, lines 21-28]. It would have been 
obvious to one having ordinary skill in the art at the time of applicant's invention to employ the 
teachings of Kataoka within the system of Moriyama in order to enhance the security of the 
system. 

20. As per claim 6, Moriyama further teaches the system wherein the receiving apparatus 
further comprises a medium-reproducing device for providing AV stream information to a user 
(i.e., digital stream corresponding to contents) [paragraph 0080]. 

21 . Claims 23 is rejected under 35 U.S.C. 1 03(a) as being unpatentable over Moriyama et 
al. US 2002/0041686 a1 (hereinafter Moriyama) in view of Schneier, Bruce (Applied 
Cryptography, 2 nd edition, 1996). 
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22. As per claim 23, Moriyama teaches the system as indicated in claim 22 above. 
Moriyama is silent on including DES decryption module, Double-DES decryption module and 
Triple-Des decryption module. However, the use of DES, Double DES and Triple DES is old and 
well known in the art. For example, Schneier teaches an encryption method including DES 
decryption module, Double-DES decryption module and Triple-Des decryption module [pages 
294-295]. It would have been obvious to one having ordinary skill in the art at the time of 
applicant's invention to employ the teachings of Schneier within the system of Moriyama in 
order to enhance the security of the system. 

Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time policy 
as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing date 
of this final action. 

Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to Beemnet W. Dada whose telephone number is (571) 272-3847. The 
examiner can normally be reached on Monday - Friday (9:00 am - 5:30 pm). 



Application/Control Number: Page 10 

10/784,777 

Art Unit: 2135 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Y. Vu can be reached on (571) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you 
would like assistance from a USPTO Customer Service Representative or access to the 
automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Beemnet W Dada 
November 10, 2007 




